


An attacker has taken control of a critical process while a perfectly normal operational status is reflected on 
the HMI and other levels. The attack is allowed to continue undetected because the control system’s Level 

1 (and above) monitoring devices are blind to what is happening at Level 0 (the physical layer). 




